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What is Cyber
Security?

Cyber security is the application of technologies,
processes and controls to protect systems , networks,
programs, devices and data from cyber attacks. It aims
to reduce the risk of cyber attacks and protect against
the unauthorized exploitation of systems, networks and
technologies.
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Instances of Hacks
and Security
Breaches




Microsoft exchange Server attack

Microsoft
By exploiting vulnerabilities in the Microsoft’'s exchange server, this
mass cyber attack affected millions of Microsoft clients in March of this

year. 60,000 private companies in the US alone saw disruption from
the attack plus nine government agencies.




Twitch data dump

SOcial Viaeo-10Fr Gamers ;-

On Oct. 6" an anonymous leaker posted a 125GB cache of Twitch’s data to 4chan as a
torrent. This data contained among other things, source codes, internal company
documents, red teaming tools. It also revealed salaries and personal information of some
of the platform’s biggest stars and channel operators.

The result was as a result of a Twitch server configuration change that subsequently was
accessed by a malicious third party.

In other words, Twitch got itself into trouble by its own security hiccup. @




JBS
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Brazil's JBS suffered a cyber attack that resulted in the temporary closure of operations in
the US, Canada & Australia. The attack threatened supply chains and caused further food
price inflation in the US.

To prevent further disruptions, JBS paid $11M USD ransom.

The criminal group responsible were described by the FBI as one of the most specialized
and sophisticated in the world.
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End Sars Hacks
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In course of the #endsars movement, several hackers
and hacktivist groups were able to gain access into
certain government database and social media
accounts.

Names, financial statements, reports and certain
documents and coverups were released and brought
to light.




Some Cyber Security
Concepts.




Social Engineering
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Social engineering is the art of manipulating
people so they give up confidential information

Criminals use social engineering tactics because it is
usually easier to exploit your natural inclination to
trust than it is to discover ways to hack your software

Phishing is a type of online scam where criminals impersonate legitimate
organizations via email, text message , advertisement or other means in
order to steal sensitive information. @




Social Engineering
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An email is sent with the intention of deceiving you
to take action. Such actions could include:

updating a password or clicking on an attachment
or malicious link.

96% of all phishing attacks are based and come via
emails.




Social Engineering
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Phishing via text messages. The fraudulent text may appear to
come from a reputable business or government or financial
institution, but it has been designed to trick you into revealing
personal information




Social Engineering

This type of phishing is also known as voice phishing.

The caller typically leaves an urgent message, making recipients
believe they will be fined or miss out on a potential windfall if
they do not respond immediately.




Social Engineering
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This type of phishing targets social media users.

Here bad actors will send direct messages to
disgruntled customers, pretending to be customer
service agents in order to obtain personal
information or account credentials.




Social Engineering
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This type of phishing has to do with an organization or
business website..

Fraudulent messages that pop up on otherwise legitimate
websites that have been infected with malicious code.

The aim is to entice you to click on them to corrupt your
device or data or something else entirely.




Brute force attack protection Anti-spam

1,467 4

BElocked malicious login attempts BElocked spam comments.

Cookiebot Status

Your Cookiebot is working!

Site Kit Summary
Visit your Site Kit Dashboard

Total Unigue Visitors Avg. Time on Page Total Impressions

993 2m 6.2K

Total Clicks

Attempted
Cyber
Attacks




Let’s review some precautions.

AVOIG UNKAOWN Senders ;- DONtArUusStiinksS Or - ;
Check names and email Attachments in unsolicited
addresses before responding. emails

Of emails marked “urgent”
(thunder fire the urgent)

NEVET give-outipersonal - | VVhen receiving emalis: i
Or financial information based From known institutions, go
on an email update. directly to the source instead

of clicking on links in the email.

Greeting, such as dear sir or
ma’am.



Additional precautions.

Beware of messges - Don't-be-lured by, Sonsiaer finding an ',
With mistakes in spellings or “‘Deals”. They are usually too Email provider that is more
grammar. good to be true. secure than the free options.

jderstand your |, DoN it give-a-stranger: . ;
Service provider’s policy for Or unsolicited helper access to
tracking and stopping phishing. your computer or phone.




Cyber Security
Practices.




Keep personal
information private.

In the wrong hands, your personal information
can result in identity theft — causing havoc to
your finances, credits and mental wellbeing.



Take precautions to
avoid bad actors.

Beware of phishing and all the various types
there are and how to detect and avoid them.

Be vigilant oooo!




Update software
regularly.

Hackers are constantly looking for
opportunities in unpatched software.

Keep your software and apps up to date. It is
one of the most effective security tools you
have.




Create strong
passwords by using
paraphrases.

280,000 passwords are stolen each day.

If a hacker is able to guess one of your
passwords correctly, hmmm......

Use passwords managers to create and store
passwords.

Longer passwords are always better.




Use two - step
verification
whenever possible.

Two- factor authentication strengthens
security by requiring additional ways to verify
your identity beyond your username and
password.



Be cautious of free
Wi- Fi

If you must use free Wi - Fi, avoid websites that
use and retain your personal data:

Online banking
School accounts
Social media.




Manage your
privacy settings

Secure your cyber footprint by managing
privacy and security settings on your devices,
online services and apps.

This way, you only share information that is
required and nothing more.




Regularly audit apps
you have installed.

Do you really want that app to capture data
from your:

Camera roll
Microphone
Keystrokes
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Back up your data

Backing up your data can be periodically or
regularly, it all depends on how much data you
generate from your work per day and how
important they are.

Also, there is the issue of hardware and device
failure. (Disaster recovery)

LLoss of device or theft.




Talk to your IT guy

It's also smart to report security warnings from
your internet security software to IT. They
might not be aware of all threats that occur.

It's also important to stay in touch when
traveling. Let your IT department know before
you go, especially if you’re going to be using
public Wi - Fi. Have a great trip —but don't
forget your VPN.

Remember to make sure IT is, well, IT. Beware of
tech support scams.




Very interesting

facts. 0 5
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DID YOU KNOW???

Elephants can sense storms. Pandas don’t hibernate. Cats use their whiskers as

feelers.

Naigaroos:
Dogs can smell your feelings. There are more kangaroos than Koalas are even more lazy than
humans in Australia. cats.
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Clearly, animals know more than
we think, and think a great deal
more than we know.

rene M. Pepperberg , ,




Next Training:
Website Development




Thank youl!

Do you have any questions?

michael@fouchix.com
michael.ogolor@gmail.com
0817 358 2933

Yy @fouchix_cv

@ @fouchix_cv care@fouchix.com

£ @FouchixCv
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